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Abstract. An Electronic Health Record (EHR) system is a computerizedmedical information system that

collects, displays, and stores a patient’s information. It is an evidence base that addresses issues associated

with patients’ paper records. Implementing such a system will have a high positive impact on healthcare

quality andhealthcare services. For example, anEHR is an electronic record that sequentially stores any res-

ident’s health data from nearly the irst month of gestation until death and can bring those records anytime

and to any authorized physician. This study aims to investigate the present status of EHR implementations

around the world and identify best practice solutions. Additionally, the study focuses on how to adopt best

practices in Australia. Themethodology of this paper involved academic research consisting of 250 articles

and over 100 websites. This paper's information was obtained through a search strategy—using PubMed,

Google Scholar, and Google—of the best practices applied in many countries, including the US, Canada, and

several nations in Western Europe. With 30 references, the recommendations were provided to adopt the

best practice solutions for the Australian My Health Record system while implementation. This paper has

further exposed the problems with EHR systems as implemented worldwide. The recommendations can

be summarised as follows: improve the overall awareness of the stakeholders, conduct training sessions

for stakeholders on the My Health Record system, reward physicians for using the system, achieve ongo-

ing technical and systems security integrity and compliance, implement a response plan in the event of a

breach of the EHR system, and implement a simple graphical user interface to facilitate access to stakehold-

ers. Further results as recommendations are provided in the results section. The research concluded that

Australia would achieve a stable healthcare system by adopting these best practice solutions, which will

ensure a higher level of healthcare quality to patients and healthcare alike. This paper will give stakehold-

ers a clear vision to determine the original cause that hinders satisfying results while implementing theMy

Health Record system in Australia.

© 2017 The Author(s). Published by TAF Publishing.

INTRODUCTION

An EHR system is a computerised medical information system that collects, displays, and

stores patients’ information [1]. According to Health IT [2], an EHR is a patient’s paper

records and information in digital format, available directly and securely to any authorised

users. EHR systems have been the subject of a number of substantial deals in developed

countries, as have healthcare providers. Although to date, they are not used extensively,

these systems are expected to provide signiicant savings in healthcare, enhance health-

care quality, and reduce health errors [3]. The key concept of an EHR system is to function
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as a collection of constantly updated information related to a patient’s health. The EHR

system can be an effective electronic record that continually stores a resident's medical

data from nearly the irst month of gestation until death. EHR systems are built to ensure

all of a patient’s information is available to other healthcare providers and organisations

[4]. An electronic health record can include a patient’s medical account, identity, treat-

ment schedule, immunisation, allergies, test outcomes, as well as immunisation dates [5].

EHR systems also computerise and rationalise the healthcare provider’s worklow.

It is clear that one of the main characteristics of an EHR is that it allows health data to

be formulated and handled by sanctioned providers in a digital design capable of being

shared with various external entities providing support to the primary healthcare organ-

isation. For example, in order to provide appropriate services, laboratories, specialists,

hospital admissions departments, doctors, pharmacies, and emergency facilities each re-

quire information from the clinician involved in a patient’s care [6]. Themedical and treat-

ment histories represent the entirety of the primary organisational clinical information

collected for patients. EHR is a system aimed at bringing about signiicant improvements

in care delivery among organisationswith high quality of patient carewith acceptable out-

comes [7]. Thus, this information is considered to be appropriate to that individual's care

under any particular provider. The broader deinition of EHR can be seen as a digital re-

port of a patient’s paper chart [6].

Moreover, EHR systems are a new version of patients’ data, in digital record format,

that can be stored and exchanged with several authorised users in a secure way [8].

Study Purpose

As this paper inds that My Health Record system needs more than 15 years to enrol all

Australian citizens in the system. This research will investigate the current system in Aus-

tralia, “My Health Record”, to illustrate the barriers that have prevented successful imple-

mentation. In addition, the aim of this paper is to investigate and analyse the best practice

solutions adopted in EHR systems that have been implemented around the world. Fol-

lowing this, recommendations will involve encouraging stakeholders to participate in a

successful system implementation, as well as strategies to overcome the problems other

countries have experienced in the implementation of EHR systems.

LITERATURE REVIEW

Historical Perspective of Electronic Health Record Systems

The irst application related to medicine was found by Herman Hollerith [9]. It was based

on the punched card data processing technique and was created for the 1890 census in

America. The methods in his technique were adapted to epidemiologic and health sur-

veys [9]. The same technique was then adopted in the development of hospital systems

in 1920s, 1930s, and 1940s [9]. After that, the irst modern digital computer systems

were devolved in America during the Second World War. In 1946 came the irst release

of ENIAC, and it became common in the marketplace in 1950s [9, 10]. Ledley and Lusted

in the 1950’s recognized that computers could be useful for medical diagnosis and treat-

ment. They reasoned these because computers could process and archive information

more rapidly than humans [10, 11, 12].

Dr. Barnett started working for hospital information system in 1960s and created

many hospital application programs for about thirty years [9]. In 1962BBN, a irm in Cam-

bridge named Bolt Beranek and Newman established a time-sharing technology that had

online database. BBN had a vision of this systemwhich would have a beneicial impact on
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information processing needed in hospitals [13]. Then during 1964 to 1966, G. Octo devel-

opedmedications ordering system, lab reporting system, and admission discharge census

system. The main development principle being used in the lab by that time was “mod-

ular approach” [13]. The development of Hospital Information Systems (HIS) increased

in 1970s. For supporting all the applications, one eficient computer was required which

could run the integrated designing of a time-shared computer, a large and single computer

would be used to support a collection of applications. In 1970s, another technology of

“biomedical computing activity” was introduced [9]. The standardized facilities to the in-

dividuals and less time training were provided by the general purpose software tools [9].

Today, the healthcare practitioners can install the variety of applications related to clinical

research and patient care in their personal computers that can easily be accessed. In the

article “HISTORY OFMEDICINE; Development of the Electronic Health Record”, Jim Ather-

ton described the history of development of TheHealthcare Information andManagement

Systems Society (HIMSS).

He published his paper in “American Medical Association Journal of Ethics” in March

2011. In 1968, G. Octo Burnett put forth his research about the historical perspective of

EHR system in his article, “History of development of medical information systems” at the

laboratory of computer science at Massachusetts General Hospital [13]. According to this

article, the actual development of electronic health record systemwas started in1960s and

1970s [14]. In that era, the health centers started developing their own health record sys-

tems. The very irst andmost eficient electronic health record systempresent at that time

was called a clinical information system. Then a clinical decision support system, called a

“Health Evaluation through Logical Processing” was created by 3M and the University of

Utah [14]. In 1968, at the Massachusetts General Hospital, the Computer Stored Ambu-

latory Record system was implemented. In the 1970s, the use of “Decentralized Hospital

Computer Program” was started by the federal government [14]. By that time, the med-

ical students and the healthcare practitioners used to use “Computerized Patient Record

System”. In these systems' databases, some features like recognized several terms of the

same disease.

This feature allowed patients to recognize any condition across the health system

notwithstanding the differences in terminology at different organizations [14]. Then fur-

ther investigations and research were done to add to the existing properties of EHR. The

electronic health record system was incorporated in American Recovery and Reinvest-

ment Act of 2009 by President Obama as a part of the Health Information Technology for

Economic and Clinical Health Act [14]. The electronic technologies became more attrac-

tive and affordable for the implementation in the healthcare systems due to their ability

to access and store information.

The Development of the EHR

Diverse kinds of EHR have been developed by several administrations, and hospitals with

theobjectiveof assembling thepatient’s information so that they canbeviewed readily and

administered at one place. It is clear that the development of EHR can be partitioned into

two primary periods. In the early 1980’s, stakeholders observed the gains (fast process,

data availability) of health systems and started creating information systems that could

handle the wider problems that could help in the general use of the electronic health for-

mation [9].

The earliest EHR systems employed the title of clinical information systems. Around

the mid-60s, Lockheed created a HIS, which was later presented to the Technicon Data
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Systems (TDS), and after that, this system was a part of Eclipsys, Inc [9]. At that time,

there was a collaboration between the University of Utah and 3M to develop the earliest

clinical decision support system, which is Health Evaluation through Logical Processing

(HELP) [9]. HELP was a system used by hospitals to aid decision-making that also pro-

vided reminders and alerts for upcoming appointments. It was revolutionary back then.

In1968, theComputer StoredAmbulatoryRecord (COSTAR) started atMassachusettsGen-

eral Hospital [14]. COSTAR was an EHR system available to societies via public domain-

supported product [13]. It was formulated in partnership with Harvard; thus, it was seen

that COSTAR contained some new features compared to the HELP system like automated

appointment scheduling, clinical reminders, a tumor registry, storage, and retrieval of

data. It also provided clinical reporting and patient record inquiry [13].

Since the 1980’s, more concentrated attempts have been made to augment the use

of EHR. In the 1980’s, the Institute of Medicine (IOM) announced their needs to evalu-

ate the paper health records [14]. In 1991, they published their reported results and in

1997, there was a 2nd edition of their report containing recommendations to improve

patients’ records. The published results indicated that by employing the EHR, patient’s

records were much safer as compared to the manual way of doing things like critical role

of needs of instant information especially when doctors need decisions instantly [14]. The

IOM, reported problems, and technical barriers like interface issues, text processing, and

security. Moreover, the report mentioned there were some non-technological barriers re-

lated to missing data [13]. From 2000 until 2016, there were several of EHR systems that

overcame most of the issues mentioned above. For instance OpenEHR. OpenEHR is a col-

lection of open speciications for EHR architecture, but it is, however, not software. Its de-

sign purpose has been to allow the semantic interoperation of health information within

and between EHR systems, avoiding vendor lock-in data. OpenEHR gained international

momentum as it can be seen in high implementations of the OpenEHR speciications, for

instance, as in the UKNational Health Service program. The system is an intellectual prop-

erty for OpenEHR Foundation, and it was created through the partnering of Ocean Infor-

matics [15]. Leslie stated that though there have been many EHR models, OpenEHR has

survived time because of many differentiating factors such as: Open source initiative -

OpenEHR is available freely to everyone under open licensing [15].

Language independence - Archetypes, which are used in OpenEHR, are independent

of language. They can be created in one language and be translated in any language. As

such, they are available in any country. The separation of the clinical and technical sectors -

ThedesignofOpenEHR is such that its technical constituents canbe separated from thedy-

namic clinical knowledge [16]. Easily implemented - There is little infrastructure required

to implement OpenEHR due to the archetypes that can be separately developed from the

software application and the use of the object-oriented model [16]. Knowledge-enabled-

capturing – It captures the complex anddynamic state of health information. Medical prac-

titioners can easily and actively contribute to the development of the clinical knowledge

base through the archetypes. These archetypes can then be revised to relect the changing

clinical knowledge [16].

RESEARCHMETHODOLOGY

Problem Statement

Australian health care providers have passed a long way towards effective implementa-

tion of EHR system. The irst system that was called Personal Control Electronic Health

Record System (PCEHR) was implemented in 2012. Regardless of the fact that the system
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was highly promising, the statistics were far from demonstrating success. According to

the national data, approximately two million people have been enrolled into usage of the

system for the period of two years. Such number of people was not acceptable neither for

the government nor for the process of adaptation of the system, especially taking into ac-

count the fact that more than $699 million were spent to support the initiative. In 2016,

the government hasmade a decision to rename the PCEHR system to beMyHealth Record

system. As the authorities and health care administration teams recognized it, the system

is currently under the process of improvement as it still has numerous problems, includ-

ing the one of enrolling more citizens. According to calculations in this paper, the system

will need more than 15 years to enrol all citizens of Australia. Such situation cannot be

considered effective neither for health care provision of the nation nor for the economy

of the country. This means that urgent measures must be taken to improve the process of

implementation of the system and facilitate the process of patient enrolment.

Thus, the main problem of the study is lack of knowledge of Australian EHR devel-

opers about innovative means of improvement of the system to enrol more citizens. Tar-

geting the problem, the study tends to ind the information on success of the system in

other countries and also develop a strategy that would introduce the found chances to the

Australian EHR systemwithout any signiicant stress for health care practitioners, people

who already use the system, and also those who only have such opportunity.

Methodology Tools

The problem of the current study and its aim have determined methodology applied to

conduct the research. Since the two are about assessment of My Health Record system

that is applied in Australia, implementation of qualitative research methods became the

main means to identify challenges of the system, as well as its advantages and failures.

Computer science vision of the problem and aim of the research have played a critical role

in terms of the study conduction. Review of the recent literature that is related to the is-

sue has been developed due to availability of reviews and records to be observed. This

means that the study was carried out on the basis of analysis of documents that were cho-

sen fromhospitals and national EHR systems, demonstrating both failures and advantages

of it. Based on successful enrolment of people and a broad experience, a higher level of ob-

jectivity requires random choosing of hospitals and national systems to study their EHR

systems.

National EHR systems of the United States of America, Canada, and Europe were cho-

sen due to their broad experience in terms of using EHR systems, as well as high level of

development of the countries, which ensures the fact that their citizens are more likely to

use EHR systems of the highest possible quality. Taking the above approach as grounds,

the current paper investigates a range of criteria that are taken by the above-mentioned

countries to make the EHR systems adapted to the needs of their patients and require-

ments of their health care practitioners to ensure successful enrolment. Discussion of the

factors allows judging on success or failure of the systems and concluding about further

actions to be taken to contribute to enrol citizens. The study involves progress covering

of enrolling citizens in various countries as a factor that allowsmeasuring advantages and

disadvantages of the system, providing reasons for claiming them effectively or not. It is

important to pay attention to the fact that methodology of the current study considers the

high level of security, as well as opt level in to EHR system. Reaching objectivity in terms of

results of the study requires considering not only countries that enrol all their citizens into

usage of the system, but also the locations where EHR are still not popular. Moreover, the
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research focuses both on systems that are considered secure and advance, as well as on

those requiring urgent improvement for safety of the patients. The research strategy used

for the current study included several main stages. The irst one was choosing a research

topic, turning it into a question, and identifying keywords like EHR, Healthcare, Health sci-

ence, Digital health, Recommendation. Gathering background information from reputable

and reliable sources of information from PubMed, Google Scholar, and Google of the best

practices that have been applied in the countries mentioned above. These included elec-

tronic books, journal articles, politician speeches, and websites. Evaluation and compari-

son were the next stages to identify usefulness of EHR systems in terms of improvement

of the Australian one. Discussion and conclusion were the closing stages of the research

strategy.

RESULTS

Opt Out

My Health Record system patients have the option to opt out of the system at any time.

This creates a challenge, as only a fully accessible and fully inclusive health database is

beneicial to the health sector. However, concerns about security make supporting a user

opt out of the system unavoidable. Until security is suficiently enhanced for patients to

trust the system, this issue will continue to impede nationwide application [17]. To avoid

this in the future, Australian citizens will automatically enrol in the My Health Record sys-

tem, and there will be no choice to opt out of the system as it is considered as nationally

beneicial [18].

Reduce Risk and Separate System in Each State

There are numerous ways to reduce the risk of sending patients’ information to other pa-

tient records. These include using authentication, encryption, and user interface design

[19]. Encryption can play an important part for making sure that any information that

gets misplaced will not be seen by anyone else. Furthermore, setting up a separate sys-

tem for each state will play a signiicant role in achieving full control. Decentralisation to

state-run EHR systems allows each jurisdiction in Australian states to be responsible for

selecting and obtaining their own health IT systems, as well as for monitoring the outputs

of the system as in Sweden [18]. Thus, this will add signiicant value to efforts toward suc-

cessful implementation similar to that achieved in Sweden.

Financial Incentives and Rating

Among the medical community, though the EHR would supposedly make doctors’ work

easier and more eficient with improved patient care, there has been considerable resis-

tance to the new system. Among the reasons for this resistance is the fear of increased

liability for healthcare practitioners with the use of the electronic health systems. Mis-

takes are bound to occur as the new system is installed and utilised for the irst time, and

many healthcare practitioners fear that thesewill form the basis formalpractice suits. The

electronic time records in such a systemwould provide evidence against a physician in the

event that notes are not recorded at the time of visit, thereby resulting in the illegal alter-

ation of information.

Furthermore, among general practitioners, there is even poorer uptake of the sys-

tem. These doctors often see the same patients repeatedly and may follow them all their

lives. Thus, they have all the information that would be needed regarding the patients’

past health, and see little or no beneit in the new system, but simply an additional work-
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load placed in their already busy schedules. This has raised challenges in implementing

the system, as these general practitioners are the ones who hold most of the vital infor-

mation regarding their patients’ health that would be beneicial to another doctor treating

the same patient at another location. This has led some governments to issue a inancial

incentive to doctors to encourage them to upload their patients’ records onto the system

[20].

There were studies conducted in the US to examine the eficiency of the EHR incen-

tive plan which showed that EHR adoption has expanded dramatically since inancial in-

centives started to be offered [21]. Therefore, a inancial incentive may play a signiicant

role in the successful implementation of the My Health Record system. In addition, rat-

ing those using or not using the new system may also make a difference, especially if the

government announces thismeasure to the community. To illustrate, in Denmark, the gov-

ernment rates and gives GPs that useHER systemahigh rate and otherswill take a low rate

to improve the implementation of EHR system [22, 23].

DISCUSSION

In Australian Context and based on recommendations from theNational Health andHospi-

tals ReformCommission 2008 (NHHRC), the Australian government announced a national

plan to start a PCEHR system. By 1 July 2012, the Australian government had oficially

launched this new system [24]. The Australian government invested $466million to com-

mission the PCEHR in the 2010/2011 budget [25]. The PCEHR system was an “opt-in”

system to capture health data electronically [26].

The government in May 2012 with an additional $233.7 million further funded it.

Nine implementation siteswere fundedby thegovernmentwhen theEHRpilot programme

began in 2011. More than $55 million was provided to take care of the patients and to

register for the PCEHR [27]. The Australian Senate passed legislation in 2012 for the in-

stitutionalisation of PCEHR as a part of Australia’s health system [27]. The programme

was rolled out successfully and by mid-2013, had more than 520,000 registered patients

and over 5,000 general practitioners [27]. The EHR system in Australia has been reliable

and has provided a secure source of important clinical information, facilitating communi-

cation among practitioners. The EHR system has enabled various health practitioners to

help patients receive healthcare and treatment through various available means. Access

has also been provided to patients and professional healthcare providers to help them reg-

ulate their personal health records [28]. TheAustralian government further supported the

PCEHR systemwith $140million, provided in the 2014/15 budget, to continue the roll-out

of the system [29].

From July 2012 to2014, PCEHRhad2.5million registeredpatients and approximately

5,100 registered GPs [30]. However, it has not been eficient in its usability, governance,

clinical utility, or operations [30]. In 2014, PCEHR was decommissioned from the Aus-

tralian government due to the relatively low number of registrations; indeed, Ms Ley il-

lustrated that less than 1 out of 10 Australians had signed up to the PCEHR system [31].

However, in 2016, the system was renamed to My Health Record with a rescue package

of AUD 485 million to support the new system [32]. The EHR system in Australia strives

to ensure that individual privacy is respected, announcing ines up to AUD 500,000 or a

prison sentence, or both, for any individual who tries intentionally to obtain other users’

data fromhealth records, or does so throughmisuse of the system [32]. The automation of

health records has facilitated interaction between patients and clinicians [32]. Adoption

of EHR in Australia has: enabled the sharing of valuable information among healthcare
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professionals, increased eficiencies in the support of healthcare services, and reduced the

number of hospitalisation cases. MyHealth Record is a digital platform created by the Aus-

tralian government to provide patient information to healthcare providers through online

channels. MyHealthRecord providesmost aspects of individuals’ health information sum-

maries, such as allergies, medical prescriptions, and reactions, if any. My Health Record

was previously called the PCEHR system [33]. It allows various individual doctors, health-

care centres, andhospitals to access andviewpatients’ health information, as permittedby

the access control features [32]. Individuals can access their health records online when-

ever theywant. In contrastwith its previous version,MyHealth Record system is an online

“opt-out” system in which individuals in Australia can register for the system and opt out

of it online.

They are responsible for their health information, which they can communicate to

healthcare professionals. The individuals have a choice to opt out of the system when-

ever they feel unsafe, and have the ability to delete their accounts and information [32].

My Health Record is regulated by the My Health Record Act, which stipulates how indi-

viduals’ health information can be collected, how it will be used, as well as the rules of its

disclosure. Therefore, any form of unauthorised collection, use, or disclosure of individual

health information contained inMyHealth Record breaches theMyHealth RecordAct, and

concurrently interferes with an individual’s privacy [32].

Lack of Registration

Statistics released by the Australian Digital Health Agency (Figure 1), on 21 August 2016,

demonstrate the number of consumers who have registered for My Health Record. The

data indicate that 4,079,339 consumers—representing 17% of the Australian population-

have registered.

FIGURE 1 . My health record [34]

Furthermore, by looking into the section labelled “Clinical Documents Uploaded”, it can

be easily determined that 898,011 have been uploaded. By dividing this number of docu
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ments by the 4,079,339 consumers registered, it is clear that there are only 0.22 docu-

ments for each consumer registered! There are several questions to consider: how many

consumers are actively registered on the My Health Record system? Does each health

provider upload new documents for a patient? The second set of statistics from the Aus-

tralian Digital Health Agency website, released on 2 October 2016 (Figure 2), shows that

the number of consumers registered by this date amounts to 4,218,970. Comparing this

with the consumers registered on 21 August (Figure 2), we ind an increase of 139,631

new consumers registered in the period between 21 August and 2 October in the year

2016. This means that 3,247.23 consumers registered each day during this period.

FIGURE 2 . My health record [34]

Signiicantly, the population of Australia amounts to 24,239,534 citizens [35, 36, 37,

38, 39]. According to the igures mentioned above, 20,020,564 citizens are not yet regis-

tered in the system, and, if the registration lowmaintains a similar rate, it could takemore

than 15 years to achieve complete registration nationwide. However, this calculation en-

tails the current population, without taking population growth into consideration.

Enhancing Concerns of Losing Patient History Data

TheMyHealthRecordwebsite issues awarning tomedical practitioners, cautioning against

trusting their patients’ history data as shown in the system:

“Clinical information you ind within your patient’s My Health Record should be inter-

preted inmuch the sameway as other sources of health information. It is safest to assume

the information in a patient’s My Health Record is not a complete record of a patient’s

clinical history, so information should be veriied from other sources and ideally, with the

patient" [33]. This comment raises dificulties in encouraging citizens to continue using

this system, and it will certainly increase related concerns.
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CONCLUSION

It can be concluded that the adoption of EHR systems has resulted in very effective and

positive outcomes in many settings due to its implementation taking place all across the

world. The irst issue in the “My Health Record” system in Australia is the loss of patient’s

history data, which is one of the causes of the low registration numbers. In some cases in

“MyHealth Record”, therewas a potential risk ofmodifying or deleting some data. Patients

further have the option to opt out of the system. Additionally, there is a serious need to

train not only healthcare practitioners and health staff on the use of the EHR system but

also patients as there is a lack of participation in the system. Moreover, to ensure they un-

derstand the importance of the system’s function. As EHR systems increase the eficiency

of the work of medical professionals, there should be no fear of increased liability on the

part of healthcare practitioners. In this paper, some relevant recommendations have been

given in order to have a greater enrolling with Australian My Health Record system. The

irst recommendation is to shift from opt-out to opt-in approach, the second recommen-

dation is to reduce risk by authentication, encryption, and improve user interface design.

Also, there should be a separate system in each state and allow each state to have its own

system to increase the eficiency. Last but not the least, a inancial incentive will give My

Health Record system a good promoter to use and upload patients’ documents regally to

the system by GPs. Lastly, rating GPs and clinics will increase their ambition to get a high

level of rating, which will increase the usage of the system. Moreover, by accepting this

paper's recommendations, it will be beneicial for all. There were limitations of this study.

First, regarding My Health Record system status, all the statistic data were gathered from

the internet such as My Health Record website and Newswebsites. This limitation related

to the stakeholders was caused by absence of permission to participate with stakehold-

ers. Second, this study was designed to compare the global best practices of EHR with

Australian My Health Record system. There was a need to visit another country to adopt

their solutions like Sweden. Future research is needed to do experiments and surveys for

knowing all the causes that gave rise to the lack of registration on My Health Record sys-

tem.
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