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Keywords Abstract
Sustainability World corporations demonstrate good world citizenship responsibilities through their Corporate Social Respon-
Blockchain sibility Reports (CSRs) also referred to as World Citizenship Reports or Sustainability Reports). Most US S&P 500

Verification corporations complete their annual CSRs. Two common methods of distribution of these CSRs have been through
their websites and submission to Global Reporting Initiative (GRI); an independent international organization
since 1997). The goal of a corporation’s CSRs is to demonstrate how its operations are moving towards balanc-
ing environment, economics, and equity (or social justice)-commonly referred to as the 3 Es. CSR submission to
GRI is voluntary and there is generally no independent verification and approval of the submitted CSR. Investors,
shareholders, consumers, and government regulatory agencies are interested in the accuracy of corporations’ sus-
tainable operations data (energy efficiency, CO, emissions, recycling, fair wages, etc.). GRI has concerns about
the accuracy of CSR data and is interested in verified data and reports. The emerging Blockchain technology of-
fers some unique features that can be applied to verify and approve sustainability development methodologies
and metrics of a corporation’s operations as it relates to the 3 Es. GRI can be one of the partners in the process
and thus enhancing the trustworthiness of the reports submitted. This research discusses how Blockchain fea-
tures, such as, distributed database, members’ verification and approval, security, etc., can enable sustainable de-
velopment’s data verification and accuracy. This can apply to public, private, and other non-business operations
(e.g., non-profits). This research also discusses Blockchain technology applicability to supply chain operations
(Business-to-Business), thus enabling sustainability effectiveness among businesses. There will be pros and cons
during implementation of any new technology. This paper discusses some of these and projects what the future
might look like using this technology for sustainability. Key areas of current implementations are also analyzed.

Approval
Security

Received: 5 April 2019

Accepted: 9 May 2019
Published: 28 June 2019

© 2019 The Author(s). Published by TAF Publishing

INTRODUCTION
The rising concerns of inequality and climate change have

zations, and universities started to set polices and social
movements to encourage and to set goals to balance the 3Es

brought some needed attention to the operations of cor-
porations. They affect and impact modern age societies
around the world since we live in a highly globalized
world, and globalization has directly and indirectly affected
both inequality and climate change (Dicken, 2007; Mutebi,
2018). The United Nations in its recognized study and pub-
lication on environment and development was key to the
modern definition of sustainability (United Nations, 1987;
Wahyu, 2018) focused on environment, economics, and eq-
uity (or social justice), also commonly referred to as the 3Es.
Since the early 1990s corporations, governmental organi-

“corresponding author: Ben D. Radhakrishnan
temail: bradhakrishnan@nu.edu

in their operations.

Corporation stakeholders including customers, sharehold-
ers, and communities are demanding that operations move
towards a more sustainable operation (Amran & Ooi, 2014;
Koroleva, Mierina, & Karklina, 2017). They also have been
demanding transparency and governance. In order to ad-
dress this issue of corporations being open on the 3Es and
governance, an independent international organization was
formed in 1997. The Global Reporting Initiative GRI was
formed with the goal that corporations would submit their
CSR voluntarily and those reports will be available to the
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public and other interested organizations. Today, GRI part-
ners include the United Nations, Organization of Economic
Cooperation and Development (OECD), and several oth-
ers (GRI Strategic Partnerships). Most importantly, finan-
cial organizations have taken a great interest in evaluating
world corporations for their sustainable operations and for
the specially formed Exchange Traded Funds and Sustain-
ability Index Funds. This is to meet the interest and demand
of the investing public and other investment companies to
supportand encourage corporations to practice sustainable
operations with the goal of balancing the 3Es.

CSR submissions to GRI are voluntary and they have re-
cently developed some standards for submitting sustain-
ability reports. There are no government requirements for
sustainability report submissions like financial statements.
There is also no independent auditing of the data submitted
to GRI. This has resulted in some concerns on the accuracy
of the submitted data in CSRs. This lack of verification for
one of the most important aspects of a corporation’s oper-
ation is a huge gap. Corporations might still be considering
the CSRs as additional burden on them and some may see no
return on investment. But this is changing with increased
scrutiny by all the stakeholders today. Any additional pro-
cess may also putaburden on GRI for verification of the data
in the submitted reports.

This research paper proposes a model with the use of mod-
ern Blockchain technology that will enable data accuracy in
the sustainability report submissions to GRI that is both effi-
cient (from a cost point of view) and effective-corporations
doing it right per the new standards set by GRI. The pro-
posed model solution in this research paper will fill the gap
of data verification for accuracy using Blockchain technol-
ogy as the enabler.

Similar to financial submissions, the model proposes audit-
ing of CSR report data using Blockchain technology in the
cloud as a service. This approach will not put additional
burdens on any one party and the cost can be shared by the
corporations and the investment community. GRI can still
make the reports available to consumers/publiclike they do
now, but after all verifications and approval are done per the
model process. Consumers are paying a premium for prod-
ucts that claim sustainability practices and they have a right
to know the validity and accuracy of such claims. The pro-
posed model provides that capability. More details on the
technology background, proposed cloud model and other
details follow.

Similar applications are being developed and in-progress in
the healthcare space, mainly due to the advancements in Ar-
tificial Intelligence (AI). The ease of information availability
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combined with recent Al research has created some pow-
erful platforms in the healthcare industry using Blockchain
technology. Today, patients do not have control over the ac-
cess privileges to their medical information and cannot get
the complete value of the inaccessible data. Blockchain and
Al promises to accelerate research in this space and come
up with some creative solutions that will enable patients
with new tools to control and benefit from their personal
medical data (Mamoshina et al., 2018).

LITERATURE REVIEW/RESEARCH GAP

The sections below describe the GRI's background and its
existing standards. A brief explanation of Blockchain tech-
nology and a proposed model is also described to fill the
data verification gap in today’s process.

GRI Background

GRI is an independent international body, based in Amster-
dam, Netherlands, that has pioneered sustainability report-
ing since 1997. GRI core members and community are the
companies and organizations that support Economics, En-
vironment, and Equity (or social justice), commonly known
as 3Es of sustainability. Their overall goal is for a better
managed world for all. The core members provide fund-
ing for GRI's operation and can put their GRI association
and name to company products and services. This helps
to further broaden sustainability participation, understand-
ing, and required actions around the world by businesses
and governments on issues of governance, climate change,
human rights, etc., thus enabling a better living for all.
GRI’s Vision and Mission are as follows:

Vison: A thriving global community that lifts humanity and
enhances the resources on which all life depends.

Mission: To empower decisions that create social, environ-
mental and economic benefits for everyone.

GRI has regional hubs all over the world developing a GRI
community and is well recognized as a world class standard
for Sustainability Reporting. The standards are made avail-
able free to the world public. The sustainability reporting
is done by global corporations. GRI requirements are also
recognized as the world standard for reports relating to the
3Es. Over the years, GRI has developed a range of part-
ners around the world (companies and governments) sup-
porting its vision and mission, and to provide greater trans-
parency and accountability for the submitted reports. Some
key leading strategic partners include UNGC (UN’s Sustain-
able Development Goals, SDG), ISO International Standards
for Business, Government and Society, and Alcoa Founda-
tion (GRI Strategic Partnerships).
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Over 90% of the largest 250 corporations in the world are
submitting their sustainability reports to GRI. The current
GRI's database has some 23,000 reports publicly available.
There are now a new clear set of document requirements
relating to the expected report data and format set by GRI
and they are as follows (GRI and Sustainability Reporting
Standards):

1 Universal Standards, namely: (a) GRI 101 Foundation, (b)
GRI 102 General Disclosures and (c) Management Approach
2 Topic-Specific Standards, namely: (a) GRI 200 Economic,
(b) GRDI 300 Environmental, and GRI 400 Social (referred
to earlier as Equity).

[tis to be noted that submitting sustainability reports to GRI
is voluntary, although the report interest and value of the
data content has been significantly increasing among pub-
lic, company stakeholders, partners, and, most importantly,
investors.

Investors Access and Interest in GRI Reports and their
Accuracy

- One of the key users of the GRI reports’ data is the finan-
cial investment community which is particularly interested
in the various data, the accuracy, and the progress each
company is making each year. Investment analysis compa-
nies, like Morning Star and Dow Jones, have their own com-
pany sustainable performance ratings for individual com-
panies and for sustainability Index funds. The Morning
Star Sustainability Rating is a reliable and objective way for
investors to see how approximately 20,000 mutual funds
and Exchange-Traded Funds (ETFs) are meeting Environ-
mental, Social, and Corporate Governance (ESG) challenges
(Morning Star). The Dow Jones Sustainability Index (D]SI)
family tracks the stock performance of the world's leading
companies in terms of economic, environmental, and social
criteria DJSI. DJSI has a family of index funds for different el-
ements of sustainability. The DJSI indexes the 2,500 biggest
companies on the Dow Jones Global Total Stock Market In-
dex. A Canadian study titled ‘Do Investors Value Sustain-
ability Report?’ (Berthelot, Coulmont, & Serret, 2012) sug-
gested that investors positively value sustainability reports
and support the relevance of initiatives like GRI reports, UN
Global Compact and ISO standards (Cheung, 2011). In a
more recent study by European Corporate Governance In-
stitute on the same topic, it was concluded that sustain-
ability is viewed as positively predicting a company’s future
performance (Hartzmark & Sussman, 2019).

- Investors are looking closely to how companies perform
as it relates to sustainability based on the ratings and index
funds that result from the analysis done by companies like
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Morning Star and DJSI. Most of the data for these analyses
come from the reports submitted to GRI. This puts a signifi-
cant burden on GRI to ensure that the submitted reports are
accurate.

- In the current system of report submission to GRI, which is
voluntary, there are no checks, or validation of the data be-
ing submitted, and relies purely on the integrity of the com-
pany itself. Financial reports of a company are audited for
validity, accuracy, and standards. On the other hand, there
are no checks or balances or any other auditing features
on these very important sustainability reports submitted to
GRI by independent organizations.

- Yale university, a leader in sustainability education and
on sustainability reporting research, indicated the follow-
ing, “Corporate disclosure on sustainability commitments
and performance is increasingly common, but the extent
to which this reporting can be trusted is largely unknown”
(Yale University, 2018). The study continues to note the fol-
lowing:

* 90% of significant negative sustainability events were not
disclosed in the reports.

« The current mechanisms thatassure a corporate report on
sustainability are not suited to sustainability.

e There are no universally mandated standards to describe
sustainability topics (Most GRI standards are certainly an
attempt to overcome this issue).

Given the increasing importance of multiple uses of the sus-
tainability reports such as investor needs, company brand-
ing, and for public awareness, there needs to be a clear,
consistent, and reliable process with knowledgeable part-
ners involved in the process between corporations and GRI.
Modern Blockchain technology can play a big part in bridg-
ing this gap to provide accuracy and help create a pro-
cess easy enough for all parties involved. Some basic infor-
mation regarding Blockchain technology will be described
next and the actual proposal for implementation will be de-
scribed in the next section.

Blockchain Technology Bridging the Gap

Blockchain technology gained recognition as a useful tech-
nology due to the bitcoin phenomenon which started in
2008 (Nakamoto, 2008). Since then it has been explored
IBM’s definition of
Blockchain technology is as follows: “Blockchain is a shared,
immutable ledger that facilitates the process of recording
transactions and tracking assets in a business network”

and used for various applications.

(Gupta, 2018). Following are some important characteris-
tics of Blockchain technology (Cashman & Uhlig, 2019):
e Transaction Correctness: requests for data fit a well-
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defined pattern of using encrypted sender identification,
request type, monetary based information, and any third-
parties.

* Nonrepudiation: given that the network is public, it is un-
trusted. The block data therefore necessitates a hard-to-
compute mining operation, with its complementary easy-
to-verify validation. Arbitrarily altering information and at-
tempting to push a falsified block into the chain generally
costs more than the benefit gained. This makes denial of a
transaction unwieldy and highly expensive.

e Audit tracking: unlike many current computing systems,
Blockscripts uses the publicledgers to ensure a constant au-
dit tracking—the data itself in the chain is the audit trail.
 External resources: the entirety of Blockscripts’ interface
is public facing, using public nodes. Therefore, the system
runs piggyback to existing infrastructure (Tar, 2018).

e Scalability: the scale of the network system is assured by
being a distributed set of nodes that, while they do not trust
each other, are certain to arrive at a consensus simply by
statistics.

 Capacity: mining nodes need be only large enough to fit
a working set of blocks in memory and others in any sup-
porting storage mechanism. Compression techniques are

2019

known for minimizing storage requirements of the chain
(Towards Data Science, 2017) while preserving data in-
tegrity.

e Availability: the network is resilient, it is designed to sup-
port nodes dropping at any time and in any quantity, as
long as users can access at least one node. Theoretically,
one node could be the entire network system, although as
the number of nodes decreases, the reliability of consensus
drops proportionally.

« Reliability: given the nature of the multi-node network, no
specific node need remain immediately consistent. Missed
blocks, correct but not accepted blocks, too-long hash com-
putations, or fraudulent blocks will be detected and cor-
rected in an eventually consistent basis.

* Data Integrity: the nature of sealed blocks using check-
sums prevents fraud by making detection of single or
multiple-bit changes obvious and is easily verified. The ex-
pense and unlikelihood of successful injection attacks of al-
tered blocks is the primary deterrent of fraud (Nakamoto,
2008). It is more profitable to be honest.

Figure 1 and Figure 2 pictorially show the differences on
how the database is decentralized and is immutable.
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FIGURE 1. Multiple Databases, different and anyone can change (Sarfarz, 2017)

The Blockchain is an incorruptible digital ledger of eco-
nomic transactions that can be programmed to record not
just financial transactions but virtually everything of value.
It is a time-stamped series of immutable records of data
that is managed by clusters of computers not owned by
any single entity. Each of these blocks of data are secured
and bound to each other using cryptographic principles
(Tapscott & Tapscott, 2016).
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This can be viewed as a list of records, called blocks that are
linked using cryptography. Each block contains a crypto-
graphic hash of the previous block, a timestamp, and trans-
action data. It is designed so that the data contained in the
Blockchain system cannot be modified and may be viewed
as incorruptible.

Blockchain has no transaction cost. It is a simple way of
passing information from source to destination in a com-
pletely safe manner. One party initiates the process by cre-
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ating a block. This block is verified by thousands, perhaps
millions of computers distributed around the net. The veri-
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fied block is added to a chain, which is stored across the net,
and viewed by the destination party. Blockchain creates a
unique record (Tapscott & Tapscott, 2016).
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FIGURE 2. Distributed data, immutable for changes (Sarfarz, 2017).

Due to the inherent nature of decentralized data storage,
this Blockchain technology provides a secure platform for
storing data. Hence, if one node in the Blockchain network
malfunctions or goes offline, other nodes in the network
can be accessed for their persistent and accurate copies of
the required data. This eliminates the risk associated with
a data center, in regard to disaster recovery due to fires,
earthquakes, etc., which could potentially lose or destroy
the localized data. Storing data on a Blockchain also saves
time. This savings in time for the client requesting the data
can be significant. A typical request, processing, and access
time of up to three weeks has been shown to be reduced to
a turnaround time of one day, by using Blockchain technol-
ogy (Cashman & Uhlig, 2019).

Blockchain technology provides network users with decen-
tralized data storage, creating a significant increase in data
protection and speed of recovery. Data stored in this redun-
dant manner makes the entire system less prone to malice,
natural disasters, and cyber-attacks. The encryption uti-
lized in Blockchain allows a user to store sensitive or private
information on the Blockchain, while giving it public access.
This is accomplished without having concerns about third-
parties improperly gaining viewing access to the stored
information without having the proper private key. Lastly,
the cost of data access could be reduced by automating the
requesting process with Blockchain technology, thus free-
ing up human resources and their required interventions.
Blockchain technology consists of a group of computers
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(nodes) that are networked to each other over the Inter-
net, and not linked to any single central server. Computers
within this network work together to define and also agree
on the shared state of data which they all individually hold.
These computers adhere to the constraints put forth by the
majority of the system which lends to strength-in-numbers
for security of the data within the system (Lastovetska,
2019; Rosic, 2017). The shared state between the nodes
can be viewed as a distributed state machine where every
new block added to the network creates a change to the
known and current shared state of the network. When a
user accesses a network node, they will be unaware of the
backend network supporting the Blockchain or any partic-
ular implementation details of the accessed node. Thus,
when they make a request on the Blockchain they will ac-
cess the network using an interface which is analogous to
using a browser. Requests are sent to the node, bundled
into predefined blocks, mining is performed, and if suc-
cessful, a new block is created and linked into the existing
chain. Duplicate blocks are arbitrated by the majority of the
Blockchain network to determine which node is considered
the winner. Winning nodes will collect all necessary infor-
mation associated with the set of transactions within the
new block (Rosic, 2017).

Basic Operation of Blockchain Technology: Some current
Blockchain networks provide anonymity to all parties by
providing one-time use access points for senders and re-
ceivers. This prevents discovering a particular party’s iden-
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tity and eliminates attack vectors. However, for publicly
accessible data, this requirement is largely unnecessary.
The benefit of using ids is that messages can be sent to
mailboxes associated with the id so that system can imple-
ment event driven processing. Without the mailbox con-
cept, there would remain some manual steps in handling
requests, obviating the value of full automation.

Using these data, the user creates a transaction targeted
to the Blockchain network. The user-initiated request is
received by the system which will produce the result and
send it to the interested third-party. The transaction is sent
to some node in the Blockchain network, where it is built
into a valid block. This block is broadcast to a subset of the
network known to the node. Upon the block’s acceptance
at the various nodes, based on their consensus algorithms,
it becomes a permanent public record. After the block is
accepted, notifications of the block sequence number and
transaction id is sent to the client and the client’s inbox
(Lastovetska, 2019; Rosic, 2017).

It is assumed that current organizations would need to re-
tool some of their existing processes to handle Blockchain
requests in an event-driven model from existing batch pro-
cessing model; this is essential for the near real-time han-
dling of these requests. Upon receipt of the request in-
formation (block number and transaction id), the system
creates the required result. The block number and transac-
tion id information contained within the record in its inbox
determines the proper work flow and initiates the building
or retrieval of the proper information for the client. Based
on the recipients, the result is encrypted with the proper
public keys, either supplied in the request or obtained from
the party’s registration record. The result is encrypted with
the registered third party’s public key which is obtained by
requesting it from the Blockchain network. The Administra-
tor builds a transaction request and adds the third party’s
id (recipient), the client id (interested party), and the en-
crypted information. Upon publishing and acceptance, the
Blockchain network informs the recipient and all interested
parties, details of the block and transaction id.

After the system has generated the result, it creates a new
transaction per interested party containing the proper en-
crypted information and sends it out to the Blockchain net-
work. Notification is sent back to the client’s mailbox, up-
dating the progress of the original request. The Blockchain
network receives the transaction, and upon bundling in a
new block and its approval, appends the block in the public
record. Upon publishing and acceptance, the Blockchain
network informs the recipient and all interested parties of
the new block number and transaction id. The third party
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receives notification in its inbox and requests the proper
block from the Blockchain network. Based on the adminis-
trative details of the request, the third-party determines the
proper processing action, retrieves the encrypted informa-
tion from the block by its transaction id, decrypts it using
its paired private key, and then forwards the transcript to
the proper person or group. The information is now avail-
able to the third-party, bypassing much or all of the normal
manual process.

Typically, within a network of mining nodes, different nodes
compete to be the first to validate the information. Differ-
ent strategies exist for generating proper hash values, the
simplest is to increment it after each failed attempt. An-
other is to randomly pick values; other, more sophisticated
approaches could be used, but the more sophisticated, the
more time and compute intensive they become. Therefore,
just about any node has a reasonable chance of being first
to successfully compute the proper result. The first node to
discover a correct value publishes the block along with its
result. Other nodes will concede if they determine that the
hash accurately describes the block and that it matches the
network’s specified pattern.

The technology has been reviewed by experts both for its
advantage and some of the concerns mainly in the area
of energy consumption in the area of mining for its bit-
coin application. Bitcoin is an open access application with
millions of participants. In the current proposal for use
with data verification enabling for the sustainability re-
ports, there will be a limited small number of permissioned
users and the issue of energy consumption will not be an
issue. Despite the many possible applications and benefits,
itis important to note that block chain is still an experimen-
tal and evolving technology. It has big potential, but it is
neither perfect nor universally applicable (Wigley, 2018).

RESEARCH METHOD-GRI PROPOSED IMPLEMENTA-
TION

Large corporations can afford to have their own sustain-
ability organization staff prepare both their CSRs (for pub-
lication on their websites) and GRI reports. GRI document
submission are an extension of CSRs per the new GRI stan-
dards as noted earlier. Many other corporations without
the expertise and/or staff, hire external consulting com-
panies who specialize in sustainability report generation
(both CSR and GRI reports). Consulting companies with
similar skills also help corporations with certifications for
ISO 14000, Marine Stewardship Council, Forest Steward-
ship, etc,, all directly related to sustainability. These same or
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similar organizations will be better suited to understand the
GRI standards or requirements; they can help do research
and generate GRI reports with all supporting documenta-
tion. Other consulting companies can be brought in for au-
diting the reports (although it is clear that the same com-
pany cannot do both for any given corporations).

The proposal below describes the parties involved and a
process that enables and assures sustainability report data
accuracy and approvals with the use of Blockchain technol-
ogy.

- Sustainability certifiers, as noted earlier are consulting
companies that understand the GRI standards; they work
closely with the corporations, and can research and develop
GRI reports per their required standards.

- Independent auditors - for finance, energy, emissions, etc.,
can offer their services for verification of the GRI submis-
sions. Corporations themselves and/or investment compa-
nies (who follow sustainability corporations in their index
funds or other sustainability related investments), should
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be happy to pay for these auditors since this guarantees con-
sistent quality and accuracy of the data.

- Blockchain, known for its smart-contract verification and
approval mechanism, will help enable this process. We will
be looking at a very similar process here for GRI submis-
sions. For the purposes of using Blockchain verification and
approval, GRI will need to put out a contract type of docu-
ment for its various submission standards, one for each of
the 100s to 400s series of document submissions.

- Research has also shown that ‘Blockchain as a Ser-
vice (BaaS)’ is available, like Software as a Service (SaaS)
(Tkatchuk, 2017). IBM is on the leading edge for this, al-
ready providing BaaS for the agriculture industry. Other
companies, including KPMG, Oracle, Microsoft and Deloitte,
provide BaaS. The service is provided on the cloud so there
is no need for any special computing or data storage equip-
ment to be bought by any party other than a regular desk
top computer or laptop or other similar computing end de-
vice.

Corporation(s) | g5

Network Model for Blockchain Interaction
Blockchain as a Service (Baas)

m—¥—

I Blockchain as a Service

Y
ass | GRI Administrator

Service Provider’s Cloud
Network For Baas to

Verify and approve
Smart contracts

Investors,
Customers,

| Partners,
5 £5 i
Company or &5 . . Public
Certifiers — 5 - E—
1 or more | Auditors
1 or more

B Copyright 2019

FIGURE 3. Baas model

Proposed Individual Record and Fields Content
Transaction Record
Content — Hashed Comments
Format
| Field 1 |
Field 1 Pointer = Previous Blockchain Requires this field for blocking
| Field 2 | Field 2 Legin ID Assigned Log In for Permissioned Parties
Fiold 3 Field 3 Account Type Corperation, GRI, Certifier, Auditor, Investar,
| ‘ specific partner, etc,
N Field 4 Status Initiated, In-Review, Approved, any other
| Field 4 | intermediate status per Baas
- Field 5 Autherity Level Per Baas, to submit docs, enter data, or reviewer,
| Field 5 | view only
Field 6 Links to Approved All official docs ereated by the corporation or
| Field 6 | Docs certifier in Baa$ storage, reviewer can access and
review
| Fields 78,9 ] Field 7,8,9 Spare Fields Reviewer, approved comments and others as
needed by Baas
[ Field 10 ] Field 10 Pointer — Next Blockehain Requires this field for blocking
Record
© Copyright 2019

FIGURE 4. Record fields
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In order not to put any new or additional technology bur-
den on the GRI, they can outsource this service and, with
cloud technology, can still make the verified sustainability
submissions available on their website as they do now. In
fact, this approach might reduce some or all the efforts that
GRI puts into providing this service.

- The above process along with key certifiers and auditors
fills the ‘gap’ that exists now (between the corporations and
GRI) to confirm the accuracy of the data submitted to GRI.
- With this effective approach, investors, universities, and
partners of GRI can provide their service with confidence
that they can guarantee the accuracy of their reports.
Based on the key points made above, here are the proposed
model diagrams showing how the process can work, includ-

ing the needed records for Blockchain formats and the ap-
proval interaction flows among the different parties.
Figure 3 shows the proposed network model, including how
GRI can use a BaaS$ for the implementation. GRI will also
have a smart contract published and agreed to by the cor-
porations. The contract would clearly indicate the kinds of
details needed for implementation. This can be done with
the help of the BaaS$ service provider.

Figure 4 below shows a transaction record content and for-
mat. All the content is ‘hashed’ for security by BaaS.

Figure 5 below shows how Baas will create the Blockchain
once the permissioned parties have verified and their status
is set to full approved status.

Blockchain Hashed-Record Connections
Header Record Record N-1 Record N+1 Record N+2 Record N+3
[ field1 je—t—r{ Field1 ] { Field1__| Fieldl |
Header Data - n
| Fieldz | ﬁ Field2 | / [ Fieldz | | Field2 |
[ Fields | [ Field3 | [ Fields | Field 3
[ Fielda ] [ Fielda | [ Fielda | Field 4
Other Baa$ -
Data [_Fields ] [ Fields | [ Fields | [ Fields |
[ Fieds ] [ Fields | Fields | [ Fields |
F | Fields 7.8.9 | [ Fields 7,8,9 | [ Fields 7,8,9 | [ Fields 7,89 |
Pointer to First = = = =
Record |_Field10 [ Fieldio | [ Field10 [ Fieldio |
Note — Baas will help to put the transaction records in the blockehain only after all conditions of the
Smart Contract (algorithm) are verified and approved by the permissioned parties. © Copyright 2019

FIGURE 5. Blockchain hashed record interconnections

There are some misconceptions about the Blockchain tech-
nology due its heavy use in Bitcoin operation with millions
of users, resulting in very high energy usage in mining. This
and any related problems with millions of users does not ex-
ist in this proposed environment for CSR reports since this
is a controlled environment with only permissioned users
- a very small and limited number (possibly up to 10 at a
maximum). Once the reports are validated for accuracy and
approved, GRI can post any and all appropriate materials on
the website clearly indicating the technology enabled, au-
dited and approved documents for public use on their web-
site. GRI can also supply a more detailed report to the in-
vestor community or any other party. There can perhaps be
a charge for this as well and those communities should be
happy to pay for this.
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USE CASE AND ACTIVITY DIAGRAM FOR GRI'S ENERGY
REPORTING

Current GRI standards go across many requirements for
sustainability report filings by corporations and they in-
clude the following (GRI and Sustainability Reporting Stan-
dards)

- 100 series, focusing on foundation, general disclosures
and management approach

- 200 series, focusing on economics

- 300 series, focusing on environmental issues

- 400 series, focusing on social concerns

For the model proposed in this research, a specific GRI stan-
dard will be considered for Use-Case and Activity-Diagram
discussion. GRI standard 300 series is about environmental
concerns and the specific GRI 302-1 standard is for a cor-
poration’s energy usage/consumption within the organiza-
tion. The standard addresses the Total Energy consumption
within the organization as the net sum of the following:
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- Non-renewable fuel consumed

- Renewable fuel consumed

- Electricity, heating, cooling, and steam purchased for con-
sumption

- Self-generated electricity, heating, cooling, and steam

- Electricity, heating, cooling, and steam sold (this is sub-
tracted for the total consumption).

Figure 6 below shows the proposed BaaS model, the differ-
ent parties and the Blockchain assets involved working with
the cloud of the BaaS service provider (i.e. smart contract,
shared leger, and the creation of block chain structure as
each party completes their work input and the verification
process shown with the sequence numbers.

The GRI and each specific corporation will need to complete
a contract with the BaaS. GRI will give all the standards, for-
mats, units of measure, etc. that cover all the standards. The
three parties will agree on the specifics of the algorithm, all
the specific IDs of the parties involved, including, certifiers,
auditors, investors, customers, and partners and the details
of public access. The algorithm will define the sequence and
the specific item verification.

A simple use-case scenario walk through will be discussed.
With Blockchain, the various network participants will in-
teract as follows for GRI 302-1 standard. Each step below
needs a digital signature and the creation of a hashed record
(follow Figure 6):

1. GRI Administrator creates the initial record and popu-
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lates the required corporation and other information for the
firstrecord entry for the 302-1 standard on arecord created
by the BaaS service provider (based on the smart contract).
Initial concerned parties are notified.

2. The Corporation now updates the information authoriz-
ing the contract certification company for its part and this
record is created and on approval of both GRI and the cor-
poration, these two records are blocked, and all parties are
notified.

3. The authorized energy contract certification company
(which has the energy contract with the corporation) which
has completed work and collected all the energy informa-
tion as required by the GRI will input its data (along with
any separate protected files with additional data, process,
etc., per contract) in a record and submit this record. All
parties are notified.

4. The Energy Auditor will now have full access to all the
data (and all protected files from within BaaS cloud system)
input by the contract certifier and will audit every item sub-
mitted for completeness to meet the GRI standards and the
process by which each item was arrived at. This is verifica-
tion by aregistered energy auditor. The auditor will not sign
off on the checking till all conditions of the contract and the
GRI standards are met. On approval and digital sign off, a
hashed record is created and is blocked with the other two.
All parties are notified per Smart contract.

Blockchain Enabled GRI Verification Process: Energy Use case and Activity Diagram

Smart

Contracts [ ‘1‘
J |

GRI 302 Energy
Requirements

2, Corporation Node |~ 2

3, Authorized Energy
Certifier Node

,_-1
pe

[]

1. GRI Administrator’ Node

S Ladgw i '_ Baas Service Provider's Cloud
— ' Network to Verify and approve
Approved Blockchain — — Smart contracts
Hashed Records |

Private,
cm:::-& Nedes for:
Investors,
o Customers,
“u | Partners,
4. Energy Auditor Public
Node © Copyright 2019

FIGURE 6. Baa$’ energy case study activity diagram in the cloud

5. Now GRI Administrator comes back into the sequence
(node 1, Figure 6) and can verify all the work and, upon
meeting the smart contract requirement, will approve and
sign off on the GRI302-1 submission of the corporation.
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GRI's approval with its digital signature will be added to the
Blockchain record.

GRI can now decide what further access it will give along
with data to one or more parties in the box noted as 5 above.
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The above is a simple demonstration of the algorithm and
sequence at a high level. Similar algorithm and sequence
would apply to other standards.

FINDINGS AND CONCLUSION

The voluntary generation of CSRs and other reports sub-
mitted to GRI clearly needs verification and approval for
its trustworthiness and use by many interested parties -
governments, civil society organizations, investors, and the
public. GRI is now a world recognized renowned organi-
zation which provides a database where corporations can
submit their CSRs on various aspects of their operations re-
flecting their balance of environment, economics, and eq-
uity (or social justice) concerns. Yet clear verification of the
data and reports is a concern, and this is where Blockchain
technology can be very effectively used for enabling verifi-
cation and approval. This will bring a heightened trustwor-
thiness for all concerned parties.

Blockchain technology is being adopted and implemented
in many industrial sectors for its strong, breach-proof ver-
ification process by all concerned parties. Blockchain as a
Service (BaaS) via cloud technology is being offered by hi-
tech giants (e.g., IBM, Microsoft, Ethereum platform) which
makes a service application implementation easier.

This research paper proposes an effective way that GRI can
embrace Blockchain technology via BaaS by becoming a
key partner with corporations in its implementation, us-
ing a smart-contract approach with permissioned partners.
Other partners, including the UN and civil society organi-
zations and the public, will be big beneficiaries. By taking
the BaaS approach GRI and partners do not have to heavily
invest in technology but will use seasoned cloud providers.
Investors and corporations can be partners in any funding
that might be needed to implement this technology with its
strong future potential.

A survey by Tech Republic Premium measured the aware-
ness, interest, and the extent to which technology profes-
sionals believe blockchain will impact business (Tech Re-
public Premium, 2019). The survey results showed an over-
whelming majority (87%) of the respondents predicted a
positive effect on business. Other business sectors related
to sustainability can also immensely benefit from adoption
of Blockchain technology. The Agriculture industry is show-
ing big interest in adopting this technology as well. The
future of Blockchain technology applications is to enable
verification and approval of trustworthy contracts includ-
ing those of GRI.
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THEORETICAL AND PRACTITIONER IMPLICATIONS
Blockchain is an internet-based technology which has the
unique capability to validate, record, and distribute trans-
actions in ledgers. Initially, the technology was developed
to support bitcoin transactions, in which, this Blockchain
technology provided the means for creating and distribut-
ing the ledger, or record, of every bitcoin transaction to mul-
tiple computers interlinked on networks all over the world.
Over the years, this technology has matured and is now ca-
pable of supporting applications in many spaces. In fact,
as with many new technologies, application requirements
have driven, and continue to drive, the enhancements of this
technology. The potential of Blockchain to disrupt indus-
trial sectors, commercial processes, governmental struc-
tures and economic systems seems to be enormous. It
is suggested that the transformative power of block chain
technology should not be seen as a threat to existing sys-
tems of governance; rather, it should be seen as an oppor-
tunity for national and international institutions to defend
the rights of those they represent and to accelerate collec-
tive progress towards meeting the United Nations’ Sustain-
able Development Goals (Wigley, 2018).

Having said that, it is important to keep in mind that block
chain is still in an experimental stage and the technology is
evolving. It has enormous potential, but it is neither perfect
nor universally applicable or acceptable yet. Block chains
are used to store information, in a different way than the tra-
ditional methods. The information is broken up and parcels
are created. Also, these blocks’ are not stored centrally, in-
stead, each block is copied and distributed around an entire
network, for ready access by individuals, institutions, NGOs,
or businesses.

According to Coindesk (2017), over $2.5 billion has been
allocated to projects and companies working in the block
chain industry (Wigley, 2018). In addition, academic insti-
tutions like MIT, Cornell, and the Digital Asset Research Lab
at Imperial College are increasingly collaborating on open-
source development. The decentralized, transparent, veri-
fiable nature of the system means we can trust people and
organizations precisely because trust is no longer an issue.
The integrity of the system, of every participant, and of ev-
ery transaction is determined by the network as a whole.
Trust, like the information, has been distributed and se-
cured. It is estimated that five billion people who are mem-
bers of households are cut off from the financial system that
most take for granted, walled off from the global economy.
Block chains and the distributed ledger technology they em-
ploy are often most useful in situations where there is in-
sufficient infrastructure or where there is no natural can-
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didate for a trusted operator. We would see aid organiza-
tions able to receive funds instantly from many individual
donors and then distribute these funds efficiently and ef-
fectively to people who can prove their identity without a
piece of paper. We would see a world where anyone any-
where in the world can send payments to any country with-
out any of them needing a bank account; where a consumer
can verify the exact origin of their food; where voter fraud is
minimized and citizens can have absolute faith in the demo-
cratic process; where anyone can prove what property they
own, allowing for completely new types of capital formation
and entrepreneurship. As per Bill Gates: “We are living in
a phenomenal age. If we can spend the early decades of the
21st century finding approaches that meet the needs of the
poor in ways that generate profits and recognition for busi-
ness, we will have found a sustainable way to reduce poverty
in the world.” (Wigley, 2018).

Following are a few noteworthy recent case studies demon-
strating how the theoretical and practical aspects of this
Blockchain technology are being used by practitioners,
where the implications and results have been positive. 1
Fashion industry (Benedetto, 2019): One CEO, (Benedetto,
2019), using Blockchain technology based applications, is
reducing waste in the Fashion Industry. The fashion indus-
try is estimated to contribute up to 20% of industrial water
pollution, in addition to millions of pounds of fabric waste.
Benedetto (2019), CEO and co-founder of Queen of Raw, is
trying to fix this problem. Her company uses Blockchain
technology to reduce textile production. “The fashion in-
dustry is the No. 2 polluter in the world, and it contributes
to the No. 1 polluter in the world,” (Benedetto, 2019) tells
Here and Now’s Peter O’'Dowd. “So it’s pretty bad, but where
there’s bad, there is opportunity.” It takes 700 gallons of wa-
ter to produce one t-shirt and another 700 gallons of water
over its lifetime, (Benedetto, 2019) says. More than 2 bil-
lion shirts are sold around the world each year. “By 2025,
two-thirds of the entire world’s population will face short-
ages of fresh water and be exposed to hazardous chemicals
from textile production alone,” she says. “And one would
think that it’s just in China and Vietnam and India, where
we’re manufacturing, but this is actually having an impact
on our water in Europe and in the United States as well”
“Blockchain technology is revolutionary for supply chain. It
means that we are able to verify data and know at every sin-
gle step of areally complicated supply chain, millions of peo-
ple across the globe being connected as products move from
place to place. We can now use Blockchain to verify data and
know who said what when, who’s doing what when in that
supply chain, and really in real time control the data and the
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analytics. “An enterprise customer, or any of their vendors
or suppliers in their supply chain, can verify data from an
app on their phone, tell us what they’re doing with those
fabrics. And for example, if they received 100,000 yards
of fabric, but they only use 50,000 yards to make those t-
shirts, they can click a button and an alert occurs, and now
we know that there is unused fabric sitting at that location.
2 Altering the Apparel Industry - How the Blockchain Is
Changing Fashion (Radocchia, 2018): In the past, a lack of
transparency in a company’s supply chain could be seen
as a competitive advantage. Businesses wanted to keep
insight into their suppliers and manufacturers as opaque
as possible. If no one knew where supplies were com-
ing from, no one could build identical apparel. And this
thinking extended to customers, out of sight meant out of
mind when it came to worries about ethical sourcing and
manufacturing in the fashion industry. It is clear there has
been a shift in the way companies and consumers view
transparency. Thanks to consumer trends and companies
like Better Kinds that focus on decentralized manufactur-
ing, it is now an advantage for everyone to know where
your clothes come from. People are increasingly demand-
ing transparency, while companies like Patagonia and Ever-
lane tout sustainability and supply chain transparency as a
selling point. The Blockchain solutions in the industry stem
from its unique ability to create a physical-digital link be-
tween goods and their digital identities on a Blockchain. Of-
ten, a cryptographic seal or serial number acts as the phys-
ical identifier, linking back to the individual product’s “digi-
tal twin.” This link offers opportunities for a more transpar-
ent supply chain. Every time a product changes hands, that
change in custody is recorded on the Blockchain. Counter-
feit goods missing the physical-digital link are obvious, as
are any attempts to divert goods. The chain of custody on
Blockchain provides a record of the last party to gain cus-
tody of the product, showing where the counterfeit prod-
uct slipped in—or the authentic product was diverted out.
Greater transparency in supply chains will create new in-
centives for companies to change the way they do business
and even how they view themselves as an organization.

3. KPMG International Cooperative (or simply KPMG).
KPMG’s value-add approach (Ghosh, 2019): KPMG", stand-
ing for "Klynveld Peat Marwick Goerdeler”, is a multina-
tional professional services network, and one of the Big
Four accounting organizations, along with Deloitte, Ernst
and Young (EY), and PricewaterhouseCoopers (PwC). As
Blockchain moves beyond the hype towards effective im-
plementation, it quickly becomes clear that the process in-
volves more than just the technology. When solving busi-
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ness challenges with Blockchain, companies need to ac-
count for the complex regulatory, tax, auditability, risk, and
compliance implications that come with any global trans-
action platform. KPMG's value-add approach integrates fi-
nancial management and digital transformation with indus-
try proficiency to provide businesses with detailed guid-
ance on Blockchain. KPMG helps clients develop Blockchain
solutions from strategy to implementation. Seize the po-
tential of Blockchain today with KPMG. Embracing a new
technology that disrupts business as usual is not easy.
To help clients make this transition, KPMG has dedicated
Blockchain specialists across KPMG’s core lines of busi-
ness—Tax, Audit, Advisory, and Industries—in 30 countries
across the world.

4. State in India to Release Policy for Blockchain and Al
(Cant, 2019): The Indian state of Tamil Nadu is report-
edly working on a state-level policy for Blockchain technol-
ogy and Al. Tamil Nadu’s Blockchain and Al policies are ex-
pected to establish ground rules on how the state govern-
ment can apply the emerging technologies for service de-
livery and solving governance issues. Santosh Misra, CEO
of the state’s e-Governance Agency commented. “We are
working on separate policies on Blockchain and Al. The Al
policy is going to be perhaps the world’s first policy ad-
dressing safe and ethical use of Al [...] No state or coun-
try has announced a standalone policy to address the safety
and ethics associated with Al, and we have no precedence
for it.” Tamil Nadu is not the first Indian state to form poli-
ciesand initiatives regarding Blockchain technology. Earlier
this year, the Southern Indian state of Telangana released
a draft Blockchain policy initiative, which aimed to estab-
lish an ecosystem for Blockchain startups and research in-
stitutes. In August, the second-largest state in India, Maha-
rashtra, was well on its way to prepare a regulatory sand-
box for testing Blockchain solutions across various appli-
cations. Containing the capital of Mumbai, and home to
over 114 million people, the state aims to apply Blockchain
technology in supply chains, agricultural marketing, vehi-
cle registration, and document management. The govern-
ment of Andhra Pradesh is reportedly exploring the use
of Blockchain technology in its land ownership system to
make it more transparent and fight corruption in the exist-
ing system, with an estimated $700 million paid in bribes to
land registrars across India.

LIMITATIONS

Blockchain technology is relatively new and not yet an an-
swer to everything. Some real technically challenging ar-
eas still need to be resolved - technology, application use,
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and many commonsense requirements. Following are some
of the issues that should be kept in mind as the technology
evolves.

Block Size

The chained blocks are of limited size and of specific ap-
plication dependent formats. The size of these blocks are
gradually increasing as the technology is used for more and
more complex applications. To enable the handling of var-
ied formats and sizes, Blockchain and data structures may
need to be integrated as a step in the future. Duplication of
these chained blocks may also pose a challenge, thus use of
Big Data and centralized cloud based databases may need
to be evaluated and integrated.

Scalability

The largest use of Blockchain today is the bitcoin operation.
The number of users for this “sustainable development veri-
fication” application is still relatively very small - compared
to enormous user bases like Visa, MasterCard credit cards,
or any other real-time online transaction system. The tech-
nology needs to be scaled-up and enhanced to meet such
massive concurrent use of client requirements. Blockchain
is not yet a vast distributed computing system - it is based
on duplication. This needs to be enhanced to use informa-
tion distribution and parallel operations. The real-time re-
quirements of massive user bases, concurrent operations,
and minimum response time requirements are challenges
of the near future.

Standards

Today, Blockchain lacks the kind of basic common and uni-
versal standards and protocols that made the Internet uni-
versally accessible (TCP-IP, HTML, etc.). As the technol-
ogy matures and becomes more acceptable, standard pro-
tocols will guide the development of this technology. This is
similar to many technologies in the past that have massive
user bases, different platforms, and very strict compatibil-
ity requirements. Good examples of these are the internet,
floating-point operations, communication protocols, wire-
less networks, etc. Some efforts in this area have started in
the industry, and these need to continue and be formalized.

Divergent Interests

Blockchain is being evaluated and used in many divergent
application spaces today. A one-size-fits-all paradigm will
notbe efficient as more application spaces and their specific
requirements emerge. The current technology will need to
be enhanced to enable users to optimize and fine-tune the
implementation for their specific requirements and uses.
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Blockchain Developers

Similar to other new technologies in the past, like Ob-
ject Oriented Programming Systems (OOPS), Relational
Databases Management Systems (RDBMS), etc., and new
technologies of today, like Quantum Computing, qualified

implementing these new diverse Blockchain-based appli-
cations with their specific requirements. This technology
needs to be introduced and sequenced in academic curric-
ula. Academia and industry need to work together to bring
focus to this demand, and to train a qualified work force pool

and dedicated developers are in demand for designing and for our future needs.
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